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To, 0 iJul 200

All ACCSIACC (HOSI/OICS
Zonal Offices/Regional offices

Sub: Deployment of functionality for the Standard Operating Procedure
(SOP) on Freezing/Defreezing the MID/UAN/Establishment - Reg.

Reference:- EPFO Head Office Circular No. FIA/11(22)/50P/Freezing
UAN/2022 ( E-49005)/11 dated 22/12/2023

Madarm/Sir,

Piease refer to FIA Circular dated 22/12/2023 on the captioned subject
matter (copy aftached) wvide which SOP on Fraezing/Defreazing the
MIDJUANEStablishment duly approved by competent authority has been
circuiated to all the field functionaries for Information and nNecessary action.

2: In this context, It is to inform that the IS Division has deployed the
functionality of executing the above SOP with effect from 30.06.2024.

3 In view of the above, Authorized Officers as indicatad in the SOP are

requested to use the above sald functionality for executing the functions of
Freezing/Unfreezing af MID/UAN/Establisnment, forthwith,

Yours faithfully,

G,
(MSKVV Satyanarayana)
Add|. CPFC (FlA)
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To
All ALCIHQY/ACET (Zones)
All RPFC-I/RPFC-IIJAPFC In-charge of Field Offues

Sub: Standard Operating Procedure (SOP) for freezing/de-freezing the
MID/UAN/Establishment — reg.

Madam/Sir,

Ploase Nind attached herewith the Standard Qperating Procedure (SOP) for treemng//de-
freezing of @ MID/UAN/Establishment duly approved oy the CPFC for necessary action

Encl: As above. \:&/;”M

(Raman Dhanasekar)
RPFC-1/FIA
s

Copy to:

I, OSD to CPFC, FA & CAD, CVO, Directar POUNASS for kind information please

i, All ACC (HQ)s Head Office, All ACCs Head Office, All RFFCs Head Gffice.
i, IS Division for deveiopment of functionality and further necessary action please.
iv. £5 Division for incorporating the nncossary modificatians.
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. Author FIA Division

rll:uwhwu Committee of

Authoriser | CPFC
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i After 01
Review Date: |00
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SOP Title: Freezing/de-freezing of MID/UAN/E stablishment

1. PURPOSE

This SOP provides for 3 timebound methodology for freezing
MIDs/UANS/ Establishments on account of verification requirement, as a
measure of due diligence to secure the funds in these
MIDs/UANs/Establishments and the subsequent de-freezing, wherever
required, on completion of verification of genuineness.

2.  INTRODUCTION

* EPFO being a premier Social Security Organisation of the country is
committed to provide expeditious Social Security benefits to its members
under the aegis of its threa schemes viz. the EPF, EPS & EDLI.

= Social security benefits are also being provided under various
Government Schemes like the Aatmanirbhar Bharal Rojgar Yojana
(ABRY) to eligible members of the EPF & EPS schemes.

= A precautionary verification mechanism is prerequisite to mitigate risks
involved because of possible frauds, iImpersonation and forgesy. The first
and the foremast action would thus be to protect the capital or its flight
from an account, Thus, it i5 imperative to freeze some or 3l of the
operations in respect of MIDs/UANs/Establishments, where there Is a
chance of fraudulent withdrawal or an attempt to fraud or having
committed the fraud,

« Freezing Is carried out to protect the members’ funds and also to ensure
proper verification as well as investigation of any fraudulent attempls or
acts, till such time the facts are ascerfained and genuinensss
estzbiished,

» Once the verification process is over, the funds are protected and made
available in the rightful account, the competent authority would need to
allow transactions as well as inform the concerned.

« Accordingly, to lay out a procedure for freezing and de-freezing of such
MIDs/UANs/Establishments, the present SOP Is prascribad,

3. SCOPE

I To specify the mechanism for identifying potential cases of
suspicious accountsftransactions whereln there & @ possillity for

imparsonating or fraudulent withdrawals.

i. To specify necessary sieps to protect the funds lying within such
accounts or transacfions made therefrom so that there is no fiight of
capital and members’ funds are secured.

. To inquire into the genuineness or otherwise of such accounts or
transactions within a given time frame,

3|Page
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= In case there is an irmegularity or fraud, to take corrective actions to
address such cases.

* In case there Is an imegular or fraudulent withdrawal, to recover the
funds as per the laid down procedures.

w. To bring closure to the incident by: -
* Protecting funds and make them avallable in the rightful account,

allow transactions as well as inform the concemed.

= Address the systemic issues for safeguarding any future recurrences
in a given timeframie:

DEFINITIONS

"Act” means the Employees’ Provident Funds Miscellaneous Provisions Act,
1952,

"Scheme™ means any scheme framed under the Act.

"Member ID (MID)" is a unique identity that links member profile lo the
Iindividual member's EPF account during an employment

"Universal Account Number (UAN)"is a parmanent 12-digit unigus number
allotted to a'member and does not change with the change of employment but
remalns valid throughout the life of a member.

"Establishment” Is any business or organization or the place where an
organisation opérates Inciuding both factory and indistry as stated in Section
1 {3) of the Act and may Include different departments of branches whether
situated |n the same place or in different places.

"Categories” denote the dassification’ of Individusl or group of
MIDs/UANs/Establishments that require due verification so as to sscure the
accumulations of the genuine mambers: -
« Category A: MIDs/UANs/Establishments that are |dentified and
communicated by Head Office from time to tme.

= Category B: MIDs/UANs/Establishments where there is an attempt or
any fraudulent withdrawal either in the form of transfer or settfement to
anybody cther than the genuine member including the change of member
profile and KYC details.

*» Category C: MIDs/UANSs where there are deposits through Appendix-E,
VDR Special, Special 100, VDR Transfer-in etc,, without the approval of
the Competant Authority and/or without the adherence to the instrucions
issued in this regard.

Ill.'l-"-J J e
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4.7 “Freezing” refers to disablement of the following operations for categories
defined in Para 4.6: -
s, Mo, Operations to be tempararily disabled

1  Jogininto the Unifiod Portal (Member/Employer)

2 Genoation of a new UAN or inkang of MID to & pre-existing UAN

3 jAny addition or change in member profile & KYC/Employes DSEC.

4 iy depesits through Appendie-E, VOR Special, VDR Transfer-in etc., in a MID

5 rlnv w=itlements of cléimstransfer of furds or withdrawals

egmtration of New establishment based on the same PAN/GSTN ete. mciudi
& usage of Aatdhar/PAN/DSE of Employer/Authorised signatory WI

4.8 “De-freezing” refers to restoring the frozen operations and found genuine
after verification in a given time frame and duly authorised by authority as
mentioned In Para 4.9 of this SOP,

4.9 “Authorised Officer” |s the cumpetent authority to take any or all actions
required Including the freszing & de-freezing of MID/UAN/Establishment.

I The Authorised Officers to order the freezing of the specified operations as
indicated in Para 4.7 of this SOP are as below: -

Rafagory wm
Finanoe & Acoounts
A NO o {RPFC of Vertical 9-FIA)
{Fir MUY AL ety et )
m:‘_i"ﬂﬂ:-ﬂ' RPFC-1 Finance & Accounts
8 Mnm (Far (RPEC of Vertical 9-FIA)
(Ror Extatituront) MIDVIAN Enbfishment) | (for MDA N ESabbic' )
Fininoe & Accnimls
APFC/RPFC-TT* RPFC-1
c , (RPFEC of Vertical 0-FIA)
L AR i A | {(For ATDUAN) |

i, The Authorised Officers to order the de-freezing as defined in Para 4.8 of

this SOP are as below -

M resamay | District Ofice/ - e - o I
|“."ﬂ“. ¥ Reglonal Office J Zonsl Offce | Haad

i— 8 | NO 1 "o - ACCofFnanca®
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' {For MIEYUAN(
| Estshlisniment)
oIc ACC of Finance &
ACC of 20
‘ 8 {Foe [For MITHY/LAN) hﬁmﬁ“
MITEFUAN Estakbiiubment]) E el hemymnit ) Eﬁulﬂmﬁt}
' ' o1c ‘ | ACC of Financs &
ACC of 20
I C {Fer MITWVUAN) [For MITIUAN] '?muﬁ“

5. SPECIFIC PROCEDURE
5.1 Identification of the cases for freezing

L

Whenever a suspicious activity or transaction in MID/UAN/Establishment
Is reparted/detacted and which can be classified either In Category B
or C vide Para 4.6 of this SOP, then the same must be immediately
brought to the natice of the OIC by the concemed official/officiats with
supporting documents and Justifications In a-file,

Similarly, the ACC of the Zone on receipt of credible information on
suspicious transactions/MIDs/UANs/Establishments will send written
directions tn GIC to take necessary actions, in addition to executing the
freeze through the Authorised Officer in the Zonal Office.

On receipt of such information the OIC after assessing guickly should
immediately get this MID/UAN/Estabiishment frozen through the

Authorized Officer.

OIC will also place this information to the notice of the RFRMC within 3
days. The RFRMC will prima-facie examine the necessity of the above
sald freezing and confinm it

In cases whete there is a clear modus operand or pattern emerges, the
same should be Immediately brought by the OIC to the notice of the
Zanal ACC and ACC Finance & Accounts, Head Office,

The cases covered In Category A shall be communicated by the RPFC
(Vertical 9-FIA) of the Finance & Accounis Division directly to the IS
Division to execute the freeze in the Application Software and also place
it before the Fraud Risk Mitigation Committee for perusal.

5.2 Executing the freezing

The execution of freezing In the application software will be undertaken
by the Nodal Officer of Vertical = 6 of IS Division at NDC.

The Authorized Officer (as per Para 4.9) will intimate the Nodal Officer

‘of 15D for freezing MIDs/UANS/Establishments through an 1ssue Tracker

under the categories A, B & C. The nodal officer shall execute the freeze
on the same day of receipt of communication,

6|Page
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The reguest for freezing in the Issue Tracker will be on a Request
Template finalized by the ACC 1S Division in consultation with the ACC-
Finance & Accounts Division of the Head Office.

IS Division will ensure that Issue Tracker has a provision for the trall of
freazing, de-freezing as well as Information sharing on MIS 3.0 on
account of such Interventions.

In casas where the UAN linkad with the above frozen MID contains some
other MIDs, the OIC should intimate all the other respective OICs where
such ather MIDs fall through an emall, for subsequent action with a copy
to the cancerned ACC(s) of the Zone{s).

5.3 Intimation of the freezing to the stakeholders

Whenever a particular MID/UAN/Establishment Is frozen, the information
of freezing s required to be shared with the concerned member,
employer as the case may be.

Information to the Member will be provided through two modes. An
5MS will be sent to the member as mentioned In Para 5.7 of this SOP.
Also a message on the Unified Portal should be popped up when the
Member accesses the login. IS Division will make provisions for both the
interventions. However, OIC will check that such information has been
shared with the member,

Information to the Employer will be provided through two modes, An
emall will be sent to the employer as meantioned in Para 5.7 of this SOP.
Also 8 message In the Employer Login aof the Unified Portal should be
popped up when the Employér accesses the login, 1S Divisioh will make
provisians for both the interventions. However, O1C will check that such
Information has been shared with the employer,

For ZO and HO, the information will also be provided through two
modes, One through emall by the concerned OIC of the Reglonal Office
with a standardized subject “Freezing of MID /UAN/Establishment”.
And, the second mode will be a drill down report In MIS 3.0, to be
installed by the 1S Division on the request of the ACC Finance & Division.

54 Duration of the freezing

ia.

MNormally, the duration of the freeze should not exceed 30 days from the
date of freezing, except in the cases where there Is & confirmation of the
fraud.

recelpt of the information of the freezing, if the member or employer

files & grievance in the EPFIGMS Portal, then In that case the duration shall
be as below: -

I Category | MID | UAN  Establishment

| 15 days within ro:uptl 15 days within receipt 30 days  within
dm:m.mtmrmd‘|drmminwhmd recept of request in
Lan EPFIGMS grievnrce | an EPRGMS grievance the form of an

A

T|Page
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| from the member or| from the member or EFFGM5 grievance
SUrvNers of the | srvivors of the  Trom the employe
dereased meEmbes demessed mamber

|"15 days within receipt | 15 days within receipt 30 days  within
of request in the form ol | of request in the form of | recept of reguest in
an EPFIGMS grevance | an EPRGMS gridvonce the form of ap

8 fram  the trsmber ﬁrifrum Ltha membr or EPFIGMS gievance
SUPVIYOrS af the | survivors of the from theemplover
deceased member deceased momber

|15 days within receipt | 15 days within receipt 30 days  within
of request in the form of | of request in the form of  recopt of roguest in
' an EPFIGMS grievance | an EPFGMS -gievance the form of an

c from the member or | from the member or EPFIGMS grisvance
srvivors af the | mirviwis of the from the employer
deceazad membar dmuad mumhnr

LAy

,nm;ﬂmnfmmwemm

Extension of the freeze duration:-In case the verlfication of disabled
MID/UAN/Establishment is not completad within the above prescribed time
frame, an extension can be considerad in the following manner: -

a. An extension of not mare than 14 days by the RFRMC after duly

discussing & recording the circumstances that justify such an extension
In & RFRMC Maeting,

b. If there is a requirement of more time, the RFRMC shall recommend to
that effect to ZFRMC which after duly discussing & recording the
circumstances that justify a second extension in the ZFRMC Mesting and
order for such extension of not more than 14 days.

¢. Any further extensions will be only after the approval of FA & CAQ.

5.5 Establishing genuineness or verifying the frozen account suo-moto of

on request

The timelines for all frozzn casss will be as per Para 5.4 of this SOP.
Once the freezing Is confirmed, the OIC will trigger the process of
verification as mentioned in sub-paras (v to viil) for MID/UAN and sub-
paras (ix to xii) for Establishment. Towards this, the OIC will also monitor
that the DA (Accounts) or DA (Compliance) as the case may be, triggers the
file for verification the timelines as given in Para 8 of this SOP.

The DA (Actounts) or DA (Compliance) as the case may be, of the DO/RO
ks required to open a separate e-Office file for recording the freezing as well
as the de-freezing the MID/UAN/Establishment.

The standard nomenclature of the above sald e-office file shall be
“Deftreezing/ [MID(22 characters) or UAN(I2  characters) or

8|Page
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Establishment(Z2 characters)I/[RO or DOJ/(Year of opening)”. The
following are spme examples: -

» Deffreezing/MHEANI7164950000010096/R0-Bandra/2023

» De/freeting/101234104195/R0O-Bandra/2023

v De/freeting/MH/BAN/2568426/RO-Bandra/2023

caton process o . il i e eV R AL TERS
The following activities nead to be undertaken by DA (Accounts), who: -

a. Wil check all digital records Induding member ledger, take relevant
uploads and place in the file.

b. Online status of confirmation of Bank A/c verffication with member name
in UAN {on making such facility available in the application system by
the ISD) may also be recorded In the e-file.

€. Will check all physical records including member ledger card, Form-3,
Form-24 etfc., scan copy and place in the e-file.

d. Will send an emall to the employer through the official emall id of the
office to seek additional data (Each such emaill should have sender's
name, designation & phone number). This email will also be copied to
the OIC's official emall id.

&, Will coliaborate all information and put his assessment on the records.

On completion of the above, the DA (Accounts) will send this file to next
authority Le. (S5/A0) (Accounts) within the timelines as given in Para
8 of this SOP.

at i
(Accounts)

The following activities need to be undertaken by (5S/A0) (Accounts), who
in turn will check this validation as well as seek any other necessary
information such'as; -

a. Verify the member profile through alternate authenticated records, many
of these are provided In SOP of Joint Declaration,

b. Seek any additional records from compliance.

c. Seeif any ather additional information about the establishment and such
past cases are available.

d. ‘Wil collaborate all information and put assessment on the records.

On completion of the above, the (S5/A0) (Accounts) will send this file to
next authority Le, (APFC/RPFC-IT) within the timelines as given in Para
B of this SOP.

g|Page
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The fullm-.rlr:g activities need to be undertaken by {nFF{.i'RPFDlI;
turn will: -

a. Check/validate Information submitted by both DA (Accounts) and SS/AQ
[Accounts).

b. Seek any additional records from any other Section like Compliance,
Damages, Exemption, etc.

¢. Establish the I|dentity of the genuine claimant through biometrics
(through the Finger Print Scanner or the Iris Scanner) or other digital
means, If deemed necessary,

« Through the physical visit of the daimant to
o District Office/Regional Office
o Hﬁﬂ E.E Eal‘l"lpﬁ

» Through the physical visit of an offie representative to the
location of the claimant in case of hardships, owing to immaobility
of the claimant.

« Through virtual maetings

d. Will collaborate all the above information and put assessment on the
racords.

On completion of the above, the (APFC/RPFC-IT) will send this file to next
authority L.e. OIC within the timelines as given in Para 8 of this SOP.

The fulhwing activities need to be undertaken trf OIC who in tum will: -
@ Check/validate Information submitted by all the above.
b. Seek any additional recards from any other Authority.

c. Critically analyse all such evidences on record as well as collected to
decide the case for de-freezing or otherwiss,

d. Recommend the case for de-freezing or otherwise with specific

e. Place the decision before the RFRMC/ZFRMG/FIA depending upon the

level of Authorized Officer, who had ordered the freeze to conclude
gecisions on de-freezing of the account and its operations.

f. In case, not found genuine, or extension of time Is required, do so with
the recommendation of the RFRMC/ZFRMC/FIA, as the case may be.

g. Issue the order for de-freezing on confirmation from RFRMC and within
the timeline as given in Para B of this SOP.
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h. Propnse the de-freezing to the concemed Authorised Officer, wherever
the Authorised Officer to de-freeze as per Para 4.9 of this SOP is higher
than QIC, along with the delalls of the verification carried out and the
recommendation of the RFRMC.

Wherever, RFRMC will decide for either extension or de-freezing, the same
will be recommended by OIC to the following: -

1) For MID/UAN frozen by DOfRO, the communication for de-
freezing or extension shall be senl through Issue Tracker to IS
Division undar intimation to the ACC-Z0.

2) For MID/UAN frozen on the authority of ZO, the communication
for de-freezing or extension to ACC Zone for taking further action,

3) For MIDJUAN frozen by HO, the communication for de-freezing or
extension shall be sent through ACC ZO to Head Office.

All de-freezing decisions in the above cases, will be communicated to
the 1S Division through Issue Tracker Request Template by the
corcemed Authorized Officer as per Para 4.9 of this SOP.

Fhe minutes of the RFRMC and all such decisions will be recorded in the
e-file.

The following activities need to be undertaiken by DA (Compliance), who: -

4. Wl conduct a Desk Review as per the SOP of Inspection of
Establishments duly also ensuring to

» check all digital records avallable In respect of the establishment
inchuding the details in Form 5A, Digital Signiature Certificate
(DSC), particulars of Authorised Signatory, active and In-active
UANs, ECR etc. along with the documents like Shops &
Establishment Registration, Partnership Deed, Articles &
Memorandum of Assodation, Factory License etc. which were
uploaded by the establishment while applying for the code
number, take relevant uploads and place in the &file.

« check all physical records including Form-8, Returns, Compliance
File, etc. available with various other sections, scan copy and
ptace in the file.

b. Will send an email o the employer/establishment through the cfficial
emall id of the office to seek any additional data (Each such emall should
have sender’s name, designation & phone number), This email will also
be copled to the OIC's official emall ki

c. Will collaborate all information and put his assessment on the records.
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On completion of the above; the DA {Compliance) will send this file to next
authority i.e. S5 (Compliance) within the timelines as given in Para 8 of
this SOP.

The following activities need to be undertaken by S5 (Compliance), who in
twrn will check this validation as well as seek any other necessary
information such as: -

a. Verify the establishmeant profile through alternate authenticated records.
b. Seek any additional records from other sections like Exemption etc.

c. Seelf any other additional information about the establishment and such
past cases are available.

d. Will coliaborate all information and put assessment on the records.

On completion of the above, the 55 (Camplliance) will sand this file to next
authority (Circle Officer) i.e. (APFC/RPFC-11) within the timelines as given
in Para 8 of this SOP.

The following activities: need to be undertaken by (APFC/RPFC-II) who In
turn will: -

a. Check/validate information submitied by both DA (Compliance) and S5
{Compliance).

b. Seek any additional records from any other authorities like ESIC,
Registrar of Compariies, Tncome Tax, GST, State Labour Department etc.

c. Establish the genuineness of the establishment through inteérnet or other
digital means, and Il deemed necessary,

» Through the physical visk of the Employer to
5 District Office/Regional Office
5> NAN 2.0 camps

» Through the physical visit of the EO to the location of the
establishment to investigate its physical avallability.

» Through virtual meetings

d. Wil coliaborate all the above information and put assessment on the
records.

On completion of the above, the (APFC/RPFC-IT) will send this file to next
authority l.e. OIC within the timelines as given in Para 8 of this SOP.
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The foﬂa#dng activities need to be undertaken h-,r OIC wha in turn will: -
a.
b.
c.

Check/validate information submitted by all the above.
Seek any additional records from any other Authority.

Critically analyse all such evidences on record as well as collected to
decige the cass for de-freezing or otherwise,

Recommend the case for defreszing or otherwise with spedfic
justifications,

Place the decision before the RFRMC/ZFRMC/FIA depending upon the
level of Authorized Officer, who had ordered the freeze to conclude
decisions on de-freezing of the account and its operations.

In case, not found genuine, or extension of time Is required, do so with
the recommen/ation of the RFRMC/ZFRMC/FIA, as the case may be.

Issue the order for de-freezing on confirmation from RFRMC and within
the timeline as given in Para 8 of this SOP

Propose the de-freezing to the concerned Authorised Officer, wherever
the Authorised Officer to de-freseze as per Para 4.9 of this SOP Is higher
than 0OIC, along with the detalis of the verification carried out and the
recommendation of the RFRMC.

Wherever, RFRMC will decide for either extension or de-freezing, the
same will be recommended by OIC to the following: -

1) For Establishment frozen by DO/RO, the communication for de-
freezing or extension shall be sent through Issue Tracker to IS
Divisian under intimation to the ACC-Z0.

2) For Establishment frozen on the authority of Z0, the
communication for de-freezing or extension to ACC Zone for

taking further action.

3) For Establishment frozen by HQ, the communication for de-
freezing or extension shall be sent through ACC 20 to Head
Office.

All de-freezing decisions In the above cses, will be communicated to
the IS Dhision through Issue Tracker Request Template by the
concemned Authorized Officer as per Para 4.9 of this SOP.

The minutes of the RFRMC and all such dedisions will necessatily be
recorded in the e-file.

xilil.  Once the de-freezing request as per the Reguest Template is recelved from
the Authorized Officer, the 1S Division will ensure that it Is executed within
3 days and cancemning MID/UAN/Establishment Is de-frozen.

13|Page
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Thereafter, when the claims in respect of the above de-frozen cases, will be
entertained in the application software, an additional flag will be shown.
Thus, every such claim will go through an additional layer of scrutiny in the
application software itself. Till such time, the process Is instituted in the
application software, the additional layer of scrutiny can happen outside the
systern by taking the due approval of the concerned higher authority in the
e-office file, as a temporary arrangement.

In a normal course, EPFO exercises two level requests approvals for claim
settiements that are less than Rs. 5 lacs. An addilional layer ks created for
clalms that are between Rs. § lacs to Rs. 25 lacs. Another additional layer
is added for claims that are more than Rs. 25 lacs.

Drawing from the above, the verification will go an additional level of
scrutiny.

Caim  Normal Delegation for = Specific Delegation for
Claim Sattlement De-freszing & Claim
_ Settlement
Upto Rs. 50,000 Erom 554 to 55 | From 55A to 55 to AD
Rx. 51,000 to Re. Slacs | Frosm 55A (o AD From SSA to AD to
APFC/RPFC-TI
Re,5botofis 25 Iscs | From SSA to 55 to | From SSA to AD to
APEC/RPEC-IL | ARFC/RPFC-I to OIC

Above R 25 foiy

From 55A to AQ to OIC

|From S5A o AD o
APFC/REFC-I to OIC.

(Infarmation will sko be
shiarad with the 30,

Cancurrent Audit will look
st all such categories
whother procosses  hoe
followed or not, )

The progress as well as the quality of the above sald process of
verification/estabiishing the genuineness shall be monitored an a monthly
basis by the RFRMC and ZFRMC dily recording in the minutes of the

meeting.

56 Follow-up actions after verification
The cases which had been found to be fraudulent after the above verification,

had to be referred to the concerned authorities far registering the criminal cases
against the perpetrators as well as to fix accountability on the officials of the
field offices, if there is a lapse seen from thelr side.

I,

Ik

The fraudulently withdrawn money has to be quantified and the recovery of the
same along with the due interest component, wherever applicable, has to be
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made by the concerned ROs, so as to re-gredit the account of the genuine
membear from whose account the funds got fraudulently withdrawn so as to
bring ¢losure to the incident.

All the systemic Issues for safeguarding from the occurrences of all such
frauds/attempts to fraud/suspicious activities had to be proposed by the ACC
of the Zone n the Head Office as soon as possible but not exceeding 15 days,
for putting-in safety measures in the application software and/or the processes
to avoid recurrence of such incidents.

Provision of Standardised Message

There would be a provision for a standardized message to be sent in all the
categories of cases referred in Para 4.6 to Intimate about the freezing/de-
freezing to the members/employers as below: -

Casa .

In the event of Freezing In the event of De-Freezing

UAN

Your MID [22 characters] is [rozen,
Flesse file o request foe de-freezing in
the EPFIGMS Portal under the categary
"ML AN/ Establishment i disbled”,

Your UAR [i2 disdictersi k= frosen,
Please file &8 rsguest for de-freenng in
the EPFAGMS Portal under the category
“MIDY LN/ Establishment is disbied”,

Gin complebion of verifcatwn, your MiD
122 charactess] b defrareh  with
[mynedate effect. |earvenlence calised
|8 régretied,

On cortplebion of verfication, ypour LAN
f12 characters] i de-frazein  with
imrmedinte efect. Incomvenience taused
s regretted.

Your Esteblishment [72 charscters/ B
framen. Plaase file a request for de
freezing In the EPFIGMS Portal under the
eatogory  TMIDIUAN/Estabishmisnt =
dimabled”,

On completion of venfication, your
Estabilishment /12 chavacters) & de
froter  with Irmodiato effews,
Ireomeniance chlised is rogrettod,

6.
I

ROLES AND RESPONSIBLITIES

The Finance &Accounts Vertical (Under Financef Accounts Division, Head
Office) shall be responsible for; -
a. smooth execution of all functions of freazing/de-freezing as prescribed
in this SOP
b. closely monitor the progress of freezing and de-freezing as stipulate in
this S0P.
15| Page
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RPFC/FIA Vertical will be Nodal Officer from Head Office to ciosaly monitor the
process of freezing/de-freezing and bring to the notice of CPFC any delay in the
process at any level.

The IS Division shail be responsible for: -

a. Incorporating all the functionalities as per this S0P In the existing
application software itself, within a period of 90 days from the issue of
this SOP including a detalied dashboard for monitoring purpose.

b. ensuring that the prescribed messages (as per Para 5.7) are sent to
the registered mobile number of the respective members on freezing &
subsequent de-freezing of the MIDs/UANs as well as to the mobile
numbers of the respective employars in the case of freezing/de-freazing
of establishments.

RPFC/IS will be the Nodal officet from NDC to ensure that the existing
application software smoathly carries out the said freezing/de-freezing.

The concerned Authorised Officers (as per Para 4.9) shall be respansible
for identifying the individiial cases falling under the categories A, B & C (as per
in Para 4.6) and execuling the operations of freezing / de-freezing within the
glven time frame/duration duly carrying out the required and relevant
verifications as per this SOP.

The CS Division shall be responsible to Incorporste a separale category of
grievance "HIIHUMI /Establishment is disabled” in the EPRGMS portal
through ISD and also provide a lagin facility to FIA to monitor the grievances
filed in the abave categery.

The OIC & responsible to critically assess the prima-facle evidence available
before him to immediately ensure that the freeze is executed in respect of all
the MID/UAN/Establishment wheraver fraud is detected or suspected so as to
avoid the flight of money duly getting the confirmation from the RFRMC.

The OIC is also responsible to trigger and complate the qualitative verification
as prescribed in this SOP so that the genuine cases are getting de-frozen within
the specified and allowed time with due confirmation of the RFRMC again.

The ACC of the Zone is responsible to ensure that the process as well as the
time limits as specified in this SOP is adhered by all concerned in the field offices
under thelr jurisdiction,

The ACC of the Zone is also responsible to critically examine the decisions of
the RFRMC in the ZFRMC so that the quality as expected in the process of
veriflcation is ensured.
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MONITORING MECHANISM

In order to keep track of all the activities performed during the process of
Freezing & De-Freezing a UAN/MID/Establishment, a comprehensive
Dashboard need to be made available for real-time monitoring of the activities
cairied out through this SOP; Till such time the monitoring need to be carried
out by the QICs, ACCs of the Zones as well as the Finance Division of the Head
Office in all the above areas.

i. IS Division shall provide specific reports and alerts so that the process
and the time limits as spacified in this SOP are monitored by the Head
Office, Zonal Office as well as the Field Offices.

ii. Fnance Division shall monitor the smaoth working of all operations as
contained in this SOP.

il, Zanal Office shall monitor the quality of the verification conducted by
the field offices including the time limits specified in this SOP.

iv. OIC shall monitor the process of verification as well as the time limits
specified in this SOP.

TIMELINE MATRIX

The timeline is indicated with a "T" which is the Date of Trigger. In cases of
sug-moto Initiation of verification by the QIC, the T should be within 7 days
from date of freeze while in case of receipt of grievance, the T will be the either
the same day of receipt of grievance or latest by the next day.

For Establishment

Timaline Activity
(in days)

Within T+4 D& (Compliance) opens the E-file for verification

‘Within T+8 | DA (Compliance) completes the verification and submits

(Next 04 Days) the file 1o S5 (Compliance),

Within T+13 SS (Comolianee) completes the verification and submits

(Next 05 Days) the file to APFC/RPFC-TL

Within T+27 OIc validﬂzs the verification and recommends for de-

(Next 07 Days) mﬁgﬂ H‘ﬁ nfirmation of RFRMC/ZFRMCIFIA, If

“Within T+30 ISD execute the defreezing on recept of orders from

(Next 03 Days) the OIC
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For MID/UAN

Timeline Activity

(in days)
Within T+2 DA (Accounts) opens the E-file for verification
Within T+4 DA (Accounts) completes the verffication and submits
(Next 02 Days) the file to S5/A0 (Accounts ).
Within T+6 SS/AO (Acrounts) mﬂm the verification and submits
Within T +9 APFC/RPFC-11 completes the verification and stibmils the
Within T+12 | OIC validates the verification and recommends for de-

freezing after confirmation of RFRMC/ZFRMC/FIA, IF

(Next 03 Days) fouind genuine,
Within T+15 1SD execute the de-freczing on recapt of onders from

SOP No: FIAf2023(1
Release Date; 2211212023

SOP Title: Freezing/de-freezing of MID/UAN/E stablishment

9. FORMS AND TEMPLATES TO BE USED

9.1 Renquest Template for Issue Tracker
The Authorized Officer shall raise the freezing/de-freezing request with respect
to MID/UAN/Estabishment In the Issue Tracker under a separate category
namely “freszing /de-freezing request” which & added in the Issue Tracker
Module h}' the I5D.

Regional office will need to enter the list of MIDs/UANs/Establishments in the
description section with the request to unblock the MIDs/UANS/ Establishments
{or uplua:l the |ist in Excal format) under the category “freezing/de-freezing
request” duly also mandatorily uploading the copy of the Order for Freeze or
De-freaze as approved by the Authorized Officer. A scresnshaot of above request
template is enclosed as "Annexure-1".

10, INTERNAL AND EXTERNAL REFERENCES

10.1 Internal References

L]

L]

HO Circular No. WSU/17(4)2015/F/Part/568 dt: 06.04.2018.
HO Gircular No. WSLU/FIA/42(1)2017/ZFRMC/WZ/17707 di: 26.02.2019
HO Circular No. F1A/4(14)2018/ZFRMC/UP/Part/19671 dt: 27.03.2019.

HO Gircular No. FIAS L 2)Zerobalance/non-AadharUAN/2021 /(e
38763)/964 dt: 18.08.2021.
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« Standard Operating Procedure (SOP) for Inspection of Establishments

issued vide HO Circular No. CATU/SOP/2022/(E-47416)/2818 dt:
31.07.2023. (Available on EPFO Website)

Standard Operating Procedure (SOP) for processing Joint Declarations
issued vide HO Circular No. WSU/2022/Rationalisation of work
areas/Joint Declaration (E-54018)/3638 dit: 22.08.2023. (Available on

EPFO Website)

10.2 External References

11.
111

» R8BI Gircular No. RBI/2015-16/75 de: 01.07.2015,

= (RE] Circular No. RBI/DBS/2016-17/28 di: 01.07.2016 (updated a5 on

03.07.2017)

CHANGE HISTORY

Whether the SOP is the initial version: Yes
= SOP Na: 1 (Version 1)

= Effective Date: Date of issue
= Significant Changes; New SOP
= Previous SOP no.: Not Applicable

11.2 Whether replacing a previous SOP:

Not Applicable, belrg the Initial version.
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Annexure-1
(Request Template for Issue Tracker)

u.
’ )
“-
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No.: wmnm:rmePaiu// Date: 06,04.2018
* A 06 AFRZ0D
All ACCs (HQ)/ACCs (Zones) &
All RPFCs-Incharge of
Regional Offices,

Sub: Fraud Risk Management in EPFO ~ Further instructions.
Ref: 1) Circular No. WSU/17(4)2014/Frauds/Part/102 dated 05.04.2016
2) Circular No. WSU/17(4)2015/F/Part/12484 dated 12.09.2017
3) Gircular No. WSL/17(1)2017/Frauds/24735 dated 29.01.2018

Madamy/Sir,

The instructions o handling of fraud cases regarding claim settiement have been
teviewad and accordingly further instructions are |ssued as under:-

2. In supersession of previous ciroulars issued in the matter as referred above, a Fraud
mmmmmmmmmhwmmmmm1mm
effective menitoring, analyzing and management of risks of frauds. The constitution of the
Fraud Risk Management Committee shall be as under:-

(1)  Fraud Rigk Management Commifttee at RO level (RFRMC)
1) Officer-in-Charge, Chairperson
2) RPFC(Adm)/APFC{Adm)
3) RPFC(FA)/APFC{PAC)

(I1) Fraud Risk Marnagement Committee at Zonal office leved (ZFRMC)
1) ACC{Zones), Chairperson
2) RPHC-1, Zonal Officer-in-charge of Finance/Audit
3) OICs of ROs in the Zone

3. The jurisdiction of the Fraud Risk Management Committzes will be as under:

a) For frauds less than Rs. 25 Lakhs, the committee at the Reglonal Office level will give
intimation of detection of fraud to the respective Zonal level committes. The
mmmammmmammwmmmlmmmymmm
however, will be carried out by RFRMC. The ZFRMC may monitor the progress in the
investigation carried out by RFRAMC, The RFRMC level Fraud Risk Management
Cammittes will submit its investigation repart to the ZFRMC, FARCAO and OVO In
stipulated time. Even in such cases, the reference will be made to CBI fallowing
existing procedure, If the case Is of national or international ramifications.



b) in case complaint is received in ZO/HO from other than OIC, or if the intimation,
mmwwmgwmswmwmlwm,mammm
Investigation at its own jevel.

up the

c) In the case of frauds invelving amount of Rs, 25 iakh or more, the matter should

necessarily be taken up by the ZFRMC. The ZFRMC will submit its investigation raport

to the FARCAD and CVO in stipulated time, In all such cases the reference will be
mandatorily made to CBI following existing procedure.

4, mmmmmﬂmmmmmmmmmmmm
investigation, and will report progress in FiR/investigation o Vigilance Directorate with copy
to ZO on a moenthly basis,

5. m-mwmmﬂaumaummmmmmmm
bank authorifies to freeze the bank accounts In which such payments have been credited, and
to recover the amount. ZO will monitor the progress in recovery action and will repon
progress to Finance Division, HO

6.  The Fraud Risk Mansgement Committees at the Regional and Zonal level shall be
rmﬂhfmwhﬂkmﬂsﬁd&immmm operational processes to detect,
investigate, and report instances of suspected frauds within their respective Jurisdiction. The
Committess on detection of any fraud case sholild ensure that prompt proper investigation is
carried out and immediate further action s taken.

7 To further strengthen the Fraud Risk Management policy for the Orgariization, the
following task force is constituted:

1) CVO (Convenor)
2) ACC-HQ (HR & IS)
3) FA & CAD

8. Other officers from NUC, Finance, and Audit may be co-opted by thi committea as

required. The task force will review the scope, control and monitoring mechanism of all type
of frauds-and will submit its report along with the recommendations to the CPFC.

Yours faithfully,

Central P.F. Commissioner
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% b EEAMNN
All Addl. CPFC (HO/Zones) i b FED 018
Zonal Offices,

Subject: Fraud Risk Management in EPFO — Further instructions.
Reference: Hizad Office cirmular No. WS/ 7(4)2015/F Pac/S68 dated 06,04, 2018

Madam/Sir,

In continuation to the instruclions conitained in the obove-said jetter, it i reltersted
thiat In cases of fraud \mvalving an amount of Rs, 25 lakn and abaove, the mattes shall
mandatorily be referfed 10 NE Central Bureau of Investigation (CB1), In sueh (ases, the
FERMC will submit its Invesbgation report tn FARCAQ and OV In wipulates tme

2 mwﬂnm:mpﬂﬂmmﬂ*%tnmﬁlmﬁmﬂﬂnmmm
ZnralRegional Fraud Risk Management Commiiltess shall not refer any case directly to the
(B as has heon obsened i & few cases: Similarty, in cases o fraud invoilving an arnoymt of
fis. 75 lakh and above, the miatter may not be referred o the local pofice for jodaing an Fi#,
gince in such Lases Fifts aro i e Niad by the CBI.

3. This Kas approval of Central P.F. Commissioner,

Yours faithfully,
2] Taua
(Hemant Jain)
ARAD
Copy for information to:
hiet Vigilance Officer,
EPED, Head Office
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No. Huqu}zmwm& X Date:
To

Please refer to the above-sald subject.

A Am;wm&waﬁmﬁwmﬂWmemm.mﬂn
Hﬂdmwﬁcmmﬂmﬂmﬁmmwummmme
mﬂHMaMMMMmmmmwhm
mmmcﬂwd'nummrmdmuw:ﬁnum:wwmm,

3. Mnddl.cpfcumw“nmwwmm“m
Mnmm&umhmmmmmmmmﬂwm
MMumuduﬂmmm#mmﬂmmMmummm
mmaﬂMMthmmﬁ

End: As above d
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Minutes of the mecting o0 'Frand Risk Mansgement In EPFO’
beld on 07.03.2019 st Head Office

nmnmwmm*mmuummm*mmmmuum-nh
the Mini conference room, 3* floor, EPFO, Head Office, New Delhi. The list of officers who attended the
meeting s annexed ot ‘A’

mmummmmummmmwmd
felt that an uniformity may be maintained in the reports submitied by the zonal committess. The
following points may be included in the manthly reports submitted by the zonal committess:-

i)

i¥)

i)

ﬁ-wwmnm&&nﬂuﬁmm“wuuﬁum
ﬁmﬁthly-ﬂlhmhdhymmmhu-puhmmh;hmdum
particularly those relatad to overpaymoots, wrong peyments, multiple payments & frauds shal
M;hmmMum.mmmnﬁuﬁurwmﬁm'
in writlng o Mmmmmmmwmummﬂm
overpayment or multiple payments remain where appropriste action has nol been tnken. The moal
office shall in tum take requisite certificates Tom the RFRMC.

appropnale action. mcuwmammmm;i--mhmmum
system. Claima for payments of Rs. one lac md above flagged by the Concurrent Audit Coll shall
uwwuwnﬂu-ﬂnmhmumwm
payment has been made and must be ensured including on the basts of records.

WMHM&W&MMWWG&&MM
mmummmmmmwwmmmm-mnrh
manthly report gubmitted to the lesd Office Th:wluhmmm
averffraudulent paymoenta

mmmmmmwmnmﬂmmﬁu}whﬁihﬂﬂm
Pmnnmmmqwmmmmwmamnmd
ovarpayment |s not & fraud,

The certification called for in hihﬂm:IMhlﬂniﬂlﬂm month by the Zones
to the Hesd DfFice.

The ZFRMC shall include only those cases i their manthly retarn in which the fraud has been
mmhmnwommmmﬂnmhwmmwmn
n&nmuyhmhﬂbyﬂﬂtﬂﬂhlﬂuﬂdhhmﬂmmﬂr
moeting. Action tnken/proposed e b bv leeluded withet fisdl

The meeting ended with Vote of thanks to the Chai:,
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Fruud Cases:-
S | Nsmeof | Neo.of No of ennes Cases Caten Haporied | FIR |
No. | office Cines undar reported after | reported for | for Blng of |  Flled
detecied & | levestigation | levestigation closars FIR
Amnust
Imvnlved
|
2
3
[ 4
Zone:
S | Newe | Totsl smount Total amasst Tetnd lavestigntios R |
Mo of reported as reporied w nmouni statuy of these | Mled/registered
- Offics | overpayment | Multiple payments | tresied as fraud cxten linvolving
(nbove Ha, { (abave Re. 1 lsc) Framd mosouni bass than
Inc) R 28 e

| el el




*

List of officers who sttended the meeting:

ol ol o ol

Smt. Alka Jha, CVO

Sh, Hemant Jain, FARCAO

Sh. Sunjuy Kumr, RPFC-1 (FIA)

Sh. Ajay Kumar, RPFC-I (Vigilance)
Sh. Ankur Sharma, RPEC-1T (Vigilance)
Sh. Nadeem Ahmed, APEC (FIA)
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No. FIA/ 20 Zerobalance/nonAndba UAN202 1/(e-38T63 ) lﬁ';‘-‘l‘ Date: __JOB/2021
r
To h‘ B Mlﬁm

All Addl CPFCs
tZonal Offices)

Sub:  Advisory regarding a frand casc.
Madam/Sir.
Pliase refer to the above-cited subject

3. Erronéois/wrong payments have been reported in a field office with fegard to the
setement of claims, in majority of which as pér preliminary investigation, the modus
operandi, with sityht varistions, consisted primanly of*

a. Creating fictitious meémber 1Dy through FO interface,
b, Creating 2ero balance accounts for these 1Ds,
e Adding random amounts in these accounts through Appendix-E, and

d Generating ficutious physical claims and in some case even online claims and senling
the same
3 In view of the above matter, the following advisones are beng issued 1o all Z0s for
ensunng strict compliance in respect of all field offices under junsdiction

I, Despiie repeated instructions i the maner of maintaining stict confidentiality with
regard to user login 1Ds and passwords, the samc is shared very mmli) All ugers may
be directed to immediately change their passwords and a confirmation in this regard
alomg with a confirmation that allocation of roles in the Application Software hus been
reviewed may be sent to this Office by 20 of August, 2021

0. The use of Appendix E should be restricied 1o exceptiont! sitwitions exercising all
precautions and checks as prescribed from time 1o ime. Overall controls and checks
pmast be at the highest level The approwving authonty for Withdrawal / deposits
(credits) inoall exising or newly crested Zero batance acoounts where credin 1s effected
by way of Appendie-E £ VDR (in all types of establishments) should now be by OIC's
(RPFC 11/ RPFC1)

il All Zonal Offices tmay examine the cases wheere member account has beent apened with
Zero balpnee and confribution added using Appendin-E/Special VDR/Special 10D
functionality and the claim has ‘been settled wsing physical/offline clalm Form, n
respect of Regional Offices Miling under their junsdiction. In case discrepancies are
noticed, appropriate action may be initiated and matier may be immediately reported to
HO through ZFRMC.

8
12 | 142021, 1731



Figutiay s feniee cprindia. gy inief sl e=mElg®plU 25 I MgdN v

iv. In case amy iregulurity is noticed, ROVZO s directed to take inumediite stéps for the
recovery al the audulent amount

v. Daily reporis ol such transactons, (il any) may be submittéd 1o the respective ACC
(Zone) o as sugeested/monitored by respective ACCs. Reports which aro fimished by
ZFRMC to HO. on monthly basis must mclude the status of the jrrezularity in the
reporied trnsactions and in cuse of ‘NiI' report a certificate to this effect should be
communicated through monthly ZFRMC report. (Zero based Account utilisation with
respect of Appendix-EVIIR vic),

vi. Even thoagh, the thrust has been on online mode of submission and 1o keep a physical
receipt 1o the hare minimum but in practice, physical claims are still being received in
large mumbers in many offices in respect of even cliim types where ooline mode hils
become the nomm 70 is directed to closely monitor and report status of genuineness of
physical claim settlemient of their Zone through monthly ZFRMC repont In case of
Nil" report of frnududent imnsactions in physical claim settlement, & certificate to this
effect should be communicated through manthly ZFRMC report

(Issused with the approval of the Competent Authomty )

™ L g N
[Rajiv Bishit)
AddL CPFC (FIA)

Copy to;

1, ACC-HQ (Audit CAC)
ii. CVO

W ACC-HO (Pensivn)

» Forinfarmation please
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